How to setup password less SFTP between two Boxes:
This document describes how to setup a working SFTP connection between two different machines. 
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Definitions:

1. Source: The machine that initiates the connection. If PUSH mechanism is employed, the machine where the file lies initially is the source. If PULL mechanism is employed the machine where the file is to be transferred is the source.

2. Target: This is the machine where the SFTP server daemon (software) is running. This is also called the remote server.
Source does not necessarily mean that the file to be transferred initially lies on this machine. Instead, the machine running the SFTP server software is the target, and the other one is source.

Public key encryption is the basis of SFTP and further information is available at http://en.wikipedia.org/wiki/Public-key_cryptography.
Pre-conditions:

The SFTP software must be installed and configured on the target. On Unix, the software is normally present by default – this might be helpful: http://ubuntuforums.org/showthread.php?t=408019. On windows the instructions are here: http://www.digitalmediaminute.com/article/1487/setting-up-a-sftp-server-on-windows
When the server is installed, it might need you to create the key-pair. This is different from the Key Exchange step mentioned below.

Steps:

1. Key Exchange

In order for the target to “recognize” the source as authentic, it is necessary for a key exchange to take place. A key-pair (containing a public key and a private key) needs to be generated in the source. The method of generating the key-pair depends on the SSH server being used. Once the key-pair is generated, the public key needs to be sent to the target and setup as a “trusted” public key.
A good tutorial for this is here: http://pkeck.myweb.uga.edu/ssh/
However, if the version of SSH being used on the source and target differ, a format conversion may be necessary before the public key will be accepted by the SFTP server.

Normally, a UNIX admin will be able to provide you with the public key for the source and install that public key in the target as a trusted key.

If you need to setup password-less SFTP, just press Enter without keying in anything when prompted for a password while generating the keys.
2. Setting up the job

Once the key exchange has happened, the next step is to get the automated job setup in a scheduler such as ‘Control M’ or ‘Cron’. This may not be necessary, if you are only going to transfer the files manually. If so, you can use the SCP or SFTP Unix commands to transfer the files – Unix man pages will have more information.
If an automated job is required, there are multiple ways to set it up, depending on the requirements. 

First step is to create a file that contains the FTP commands which will run during the automated session. For example, we create file sftp.job1 which has the following contents:

get  /DataAppsXfer/file1.dat   /data/import
rm   /DataAppsXfer/file1.dat
quit
This file copies over the file file1.dat from /DataAppsXfer on the source to /data/import on the target. Then it deletes the file on the target and closes the session.

Once this file is ready, automated job can be created in Control M using the following command:

sftp -b /apps/config/sftp.job1 -oPort=1022 user1@10.112.79.81
This is asking SFTP to connect in batch mode (-b) and execute the instructions in the file sftp.job1 that we created above. Its using port 1022 for the connection (this actually depends on what port the SFTP sever software is running on the target) and connecting as user ‘user1’ to server 10.112.79.81 (this is the IP address of the target).
Permission requirements:

The user IDs involved in the process should have access to read/write to the folders specified in the transfer. This should be setup both at the operating system level, and in the SFTP server configuration.

